3GPP TSG SA WG3 (Security) Meeting #93
S3-183596
12-16 November 2018, Spokane(US)
revision of S3-183035
Source:
Ericsson
Title:
Update of EAP-AKA’ RFC 5448 in progress
Document for:
Information and Discussion

Agenda Item:
7.1.8 Primary authentication
1
Decision/action requested

We would like to invite the SA3 review draft-ietf-emu-rfc5448bis and make any comments or corrections that may be necessary.
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References

 [1]
3GPP TS 33.501, “Security architecture and procedures for 5G system” 
 [2]
IETF RFC 5448, “Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')” 
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Rationale

3GPP TS 33.501 [1] refers to RFC 5448 [2] for EAP-AKA’ authentication. 

We would like to inform the SA3 that a new version of draft-ietf-emu-rfc5448bis has been submitted to the IETF, and is expected to go to working group last call process soon.

This draft specifies the behaviour of EAP-AKA’ when used in a 5G context. We believe it is in sync with what the 3GPP TS 33.501 currently specifies. We would like to invite the SA3 review the draft and make any comments or corrections that may be necessary.

The draft also specifies the security characteristics, privacy considerations, and pervasive monitoring considerations as understood today, and with significantly more detail than in the original RFC.

The draft is available at https://tools.ietf.org/html/draft-ietf-emu-rfc5448bis-03
A diff to the previously published version is available here:

https://tools.ietf.org/rfcdiff?url2=draft-ietf-emu-rfc5448bis-03.txt
A diff to the original RFC 5448 is available here:
http://www.arkko.com/ietf/eap/draft-ietf-emu-rfc5448bis-from-rfc5448.diff.html
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Detailed proposal

We would like to invite the SA3 review the draft and make any comments or corrections that may be necessary. 

The goal is not to make any changes to agreed text in 3GPP specifications, but to bring the IETF RFC to alignment with them even in the 5G case. This will help ensure that various implementations of EAP-AKA’ perform correctly when used with 5G.
This new version of the draft refers to the stage 3 specification 23.003 Section 28.7 regarding the format of SUPI and SUCI when passed within EAP-AKA’. The passing of identities in different situations and the treatment of EAP Identity Request messages is aligned with TS 33.501 Annex F.
